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1 INTRODUCTION
1.1PURPOSE OF THE DOENW

SIMON hagproposed and evaluated thmodernisation of the EU parking cards for disablethis
documentdescribeghe elements that allow SIMON systemwerify the user acess rightsn public
parking and specific city areas and detect easily the misuse of thepéandisable Badge.

The current noAT definition of the EU parking card for disabled people was proposed for the first time
AY mMoppTt d GKS advewty@lgpting 2 Goandilke2ohmendaliok on a parking card
F2N) LIS2 LY S 41 Tihis dafrfitinlisadopted @onBidnky in all EU countries. SIMON project
has had as one of its main objectives to complement thigl definition with a technical specification

on how to enhance the current badge by means of technology.

The final specification, as a main achievement after the evaluation project, is provideder to
contribute to a possible revision of tlexising model ofEU parking card.

This documentlso provides theyuidelines for the preparation and deployment of the ICT SIMON
parking badge for the disabled. It will help a public entity to understand what the SIMON badge is and
which are the different elemnts that are needed to prepare it, focusing its deployment in a city.

1.2SCOPE OF THE DOCUMEN

This document is addressed the one handto all the cities that might want to adopt SIMON in their
mobility system in order to prevent and solve the problemmi$use and fraud of the badge by nen
authorised holders. In this regard, SIMON project proposes the ICT implementation of the badge in
order to ensure different mechanisms of user validation and authentication.

The content of this document is completedRin O2 YLJ SYSYGSR gAGK (GKS abDd
Deployment and Roadmap for the loigS N  { L a h b ,R&2AZ) etaborated/aind delivered
GAUKAY (GKS O2yU0SEG 2F 2ty aw2lFRYFL) F2NJesonin RSLI
how to implement and adapt SIMON to the need of a city is provided

1.3STRUCTURE OF THE D@MENT

The document structure is as follows:

i the second section provides the legislative and regulation context both at the EU level and at
National level of theespective pilot sites

i Thethird section describes the SIMON ICT parking badge providing details on the codes and
security tokens used in SIMON together with practical guidelines on how to choose and gen-
erate the codes and print them on the badge.

i The fouth chapter provide a description of the SIMON badge adopted by each pilot cities and
offer also a comparison between each of these and the EU Recommendations.

i The fifth chapter summarizes some assessment for the proposed SIMON parking card.
Finally, someonclusions are provided

D8.3 Specifications for an IT EU parking card for disabled people 4
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2 STATE OF THE ART OF THE PARKING BADGE
2.1 THE BLUE BADGE: WHATT?

For many disabled people, having a car and being able to park close to their destination are essential
to independent mobility. A disabled parking______

permit, also kewn as "Blue Badge" in the EUg
ropean Union, grants to the operator of a veii
hicle special privileges: thBlue Badge al- [ :
lows partial or total exemption from ©
charges or penalties associated with th : Blue Badge
parking of a motor vehiclaised by a badge === 4 holders
holder, and showsmitlement to use ofded- FEElE onIy

icated parking bays and offtreet parking & —.

(where they are provided). The concessigf

extends in some places partial or total ex-
emption from tolls or general prohibitions &
on where a vehicle can be driven.

2.20VERVIEW ON LEGISIONT

2.2.1 History of Regulation

The International Transport Forum (ITF), in its former guise as the European Conference of Ministers
of Transport (ECMT), first took an initiativeliei78to establish the principle of reciprocal recognition

of the parking card issied in its Member StateS his means that disabled motorists from all ECMT
Member and Associate countries were, from that moment, entitled to the same parking concessions
special parking in areas reserved for people with disabilities, allowed longenggdriods or exemp-

tions from chargesas nationals in all ECMT Countries. The only condition is the display of a badge
showing the international wheelchair symbol. The aim was also to make it easier for disabled people
to find out about the conditions ahrestrictions in place in countries they wished to visit.

In 1998the EU adopted a recommendation along the same lines for the Member countries of the EU.
This recommendation on a parking card for people with disabilities was presented to provide for the
standardisation of the layout of parking carder people with disabilities and their recognition by the

EU countries, in order to facilitate such people's freedom of movement by car. This EU standardised
model of parking card for the disabled (commonlplwm as Blue Badge) allows a disabled person who

is entitled to use certain parking facilities in his EU country of residence to move more easily in the
territory of another EU country and avail themselves of all the parking facilities granted to the card
holders in that EU country.

Since 2000, all general disabled parking permits in the EU have been standardised to a common style
and blue colour, leading to the officialliza SR RS&AA Iy GA2Y b. tdzS . R3IS¢ P
country of the EU is gendha given equal recognition in others with various exceptions. Specific rules
adopted by each countryere indicated in a document made available by the European Commission

in 2008:Parking card for people with disabilities in the European Union: corslitiothe Member

States(1). This is a factsheet giving an overview of the conditions of use of a parking card for people

with disabilities in the different Member States of the European Un&ince conditions and regula-
tionschange regularly in the EU countries, this leaflet may not be updated but it remains useful to gain
access to some valid indications about the parking cAMNEX shows some of the contents of the

leaflet.

The privileges varlyy area, but somef theminclude parking in no parking zones, extended time limit
on time-limited parking areas, waived parking fees, and using pedestrian areas in urgent situations.

D8.3 Specifications for an IT EU parking card for disabled people 5
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Seventeen years later, this parking card is widely used in all EU maiabes, which regulate on the
rights and define the procedures for granting the card.

What could be previously found in the 2008 leaflet, is now updated in the new informative website of

0KS 9dzNRBLISIFY ! YA2YSY GgKAOK KIdNIoSHENE IANS MR RSy al K
advice for EU nationals and their fangilyp Ly (i BRUSparking €aildXc? people with disabilities

one interested user can consult about the basics of the EU parking card as well as about its use in
different countries, finding the most updated information about applicable conditions to use the park-

ing card in each country.

Contact| Sitemap | About this site | Legal notice |English (en) -

- Your Europe

europa.eu

EUROPA > Your Europe  Citizens »Travel » Transport and disability > EU parking card for people with disabilities

ﬁ "‘".""‘& | Vehicles « | Reside_n_ce | Education & | Health | Family | Consumers Do_iug S
= Retirement formalities Youth business

Updated : 12/04/2017

EU parking card for people with disabilities

X Travel

Documents you need v

for travel in Europe
If you have a disability that leads to reduced mobility, you might be entitled to an EU disability parking card in

your country of residence, which should be recognised in all EU countries.

Passenger rights v

When travelling outside your home country, this EU parking card should give you access to a number of
LD L L L VR parking rights and facilities which are specific to the country you are visiting.

Travellers with reduced The relevant authority in your country of residence is responsible for issuing the card, based on the EU
mobility . R - .

standardised parking card model, in line with local procedures.
EU parking card for

peaple with disabilities Using your EU parking card

Driving abroad v| When you use your card you should display it at the front of the vehicle. The front of the card must be clearly
visible for checking purposes.

What can you take withy
you? Additionally, when using your card in another EU country you may display the free-standing notice next to it,

showing the side with the language(s) spoken in the country you are visiting.

Security and v
emergencies /1 Before travelling to another EU country, check the conditions applicable in that country.
Package travel and v
e @ Choose country
shareon: f ¥ & in B4 E Help us improve

Figurel ¢ EU parking card for people with disabilities website

2.2.2 EU Recommendation for EU parking badge

The CountiRecommendations of 4 June 1998 on parking card of people with disalfdifiasns to

standardise the format of parking cards for disabled persons and to have them recognised reciprocally

by the Member States of the Union.
The Council of the European Union recommends the Member States to:

1. introduce a parking card for people with disabilities in accordance with the respective national

provisions, on the basis of the standardised Community model described in the Annex;

2. recogniseas from 1 January 1998, the parking cards for people with disabilities introduced by each
Member State in accordance with the standardised Community model, so that cardholders may
benefit from the associated parking facilities available in the Membde $Stavhich they happen

1 http://europa.eu/youreurope/citizens/index_en.htm
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to be;

issue the parking card only to people whose disability causes them to have reduced mobility;

provide those concerned, when the parking card is issued or on request, with an overview of the
conditions of use in the different &nber States;

5. take the necessary steps to ensure that the parking cards for people with disabilities, based on the
standardised Community model, are made available by 1 January 2000 at the latest (cards of the
type already existing in a Member State maytooue to be used in that country until they are
replaced);

6. inform the Commission, before 1 July 2000, of the measures taken pursuant to this
Recommendation.

These recommendations (then updated in 20@&h the inclusion of new member stafgisiclude also
a list of provisions on the Communityodel parking card for people with disabilities, which are re-
ported in the table below:

A. The overall dimensions of the Communityodel parking card for people with disabilities sk
be:

1 height: 206 mm,
T width: 148 mm.

B. The colour of the parking card shall be light blue, except for the white wheelgbairsymbol,
which shall have a dark blue background.

C. The parking card for people with disabilities shall be plasiated, with the exception of the
space reserved fahe holder's signature on the lefiand side of the reverse.

D. The parking card for people with disabilities shall be divided vertically into two parts on
the front and reverse.

9 Theleft-hand side of the frontshall contain:
- the wheelchair user symal in white on a dark blue background,
- the date of expiry of the parking card,
- the serial number of the parking card,
- the name and stamp of the issuing authority/organisation;
9 Theright-hand side of the frontshall contain:

- in capital letters, the words &king card for people with disabilities' in the language
of the Member State issuing the card; after a suitable space, the words "Parking
shall appear in small type in the other languages of the European Union,

- the words "European Communities'oatel' in the language(s) of the Member Ste
issuing the card,

- as background, the distinguishing code of the Member State issuing the parkir®y
surrounded by the ring of 12 stars symbolising the European Union.

I Theleft-hand side of the reversshall ontain:

2 B: Belgium; BG: Bulgaria; CZ: Czech Republic; DK: Denmark; D: Germany; EST: Estonia; IRL: Ireland;
EL: Greece; E: Spain; F: France; I: Italy; CY: Cyprus; LV: Latvia; LT: Lithuania; L: Luxembourg;H:
Hungary; M: Malta; NL: Netherlands; A: Austria; PL: Poland; P: Portugal; RO: Romania; SLO: Slovenia;
SK: Slovakia; FIN: Finland; S: Sweden; UK: United Kingdom

D8.3 Specifications for an IT EU parking card for disabled people 7
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- the holder's surname;

- the holder's forename(s);

- the holder's signature or other authorised mark, if allowed under national legislati

- the holder's photograph.

I Theright-hand side of the reversshall contain:

-0 K S adl i § YSyi Y Aée thélderito At@al- sINéVE,iaI E;(;@I[’Jph;rﬁirtg ?ga@iliti
FgFEAftF0ofES Ay UKS aSYOSNI {uluS O2yOSN

- 0KS adlrasSySyidy a2KSy Ay dzasSz GKS OF M
such a way that the front of the card is clearly visible for checking pugpése

E. With the exception of the righband side of the front, entries shall be shown in the languag
of the Member State issuing the parking card.

If a Member State wishes to make the entries in a national language other than one of ti
lowing: Bulgdaan, Czech, Danish, Dutch, English, Estonian, Finnish, French, German, Gre
garian, Irish, Italian, Latvian, Lithuanian, Maltese, Polish, Portuguese, Romanian, Sloval
nian, Spanish or Swedish, it shall draw up a bilingual version of the cigl age of the
aforementioned languages, without prejudice to the other provisions of this Annex.

Tablel: Provisions on the Communitynodel parking card for people with disabilities

2.2.3 SIMON pilot cities; National and Local Legislan

According to the European Recommendations, the badges to be disptapd@ standardized to fa-

cilitate recognition and to avoid difficulties at local levait it must be considered that almost all the

EU countries have their own national scheme ooligy (according to these recommendations) and

its implementation is handled at local level

b2g¢l RFreax Fftyz2ad Ftt 9! O2dzyidNASa simdasindea®rding W9 dzNZ
size and shape as well as colour (blue). These countriealecognise the parking card of visitors

from other EUmember states This enables parking privileges to be given to disabled persons of the

EU country they are visiting.

The blue parking card can also be used in some countries outside Europe. ForeexdempZealand,

and individual states in Australia and Canada either recognise the parking card or will issue a temporary
visitor parking card. The blue parking card is also recognised in a number of US states, as well as in
some South American and Asiaouatries

The implementation of the EU recommendations can be also facilitated if adequate information is pro-
vided to help people visiting the various countries understand the local rules.

Knowing which countries accept the parking card of a disabledwisiim another country is essential
information for disabled travellers; and so is being aware of the local parking rules and concessions,
which vary between countries, and even within countries.

In the following paragraphs, an overview is given on tiagesof national regulation of the four coun-
tries involved in SIMON (information of other countries are available in the website as well).

D8.3 Specifications for an IT EU parking card for disabled people 8



SIMONASSISTED MOBILITY FOR OLDER AND IMPAIRED USE é.\
4
2.2.3.1Spain

In Spain the Ministry of Health and, Social Services has regulated the basic conditions of issue and use
of the parking card of people with disabiliti€s). It is based on the certainty that all the Spanish au-
tonomous communities have a regulation applicable to the parking card. However, this regulation is
diverse, representing défences in the use of the card and the rights under its concession, finding very
different situations depending on where the person resides or travels. Although the objective of this
Decree is to establish only the basic conditions of the legal regimécaplg to the parking card for

people with disabilities who are mobility impaired, this could be a first step in the way to a homoge-
neous solution.

At a regional level (Madrid Region), the regulation i
the Decree 47/2015 of May 7 of the Community

XIyR A al RN,
Madrid (Official Gazette adhe Community of Madrid, y y

2015), establishing a single parking card model In this line of action, the Madrid Cit
persons with disabilities within the Madrid Commy  €ouncil, through the Directorate Ger
nity and determining the conditions for their ugg). eral for Traffic Management andon-

trol, has issued since June 204d#&rk-
ing cards for people with reduce
mobility according to the model estak

In Madrid, the reguldon that applies is the Mobility
Ordinance for the City of Madrid of September 2
2005, modified by Agreement of May 25, 2016 of t lished in Decree 47/2015 artie pro-

Plgnary of the Cit_y of Madri(8), Whichfulfils the re- visionsof the Local Mobility Ordinance
guirements established for theparkingcard for peo- /

ple with disabilities in Decree 47/201% the afore-
mentioned Ordinance (article 88&) hew chapter was
included just precisely to regulate about the parking card for people with reduced mobility (PRM).
Thus, the ew Chapter IV of Title,VParking @rdsfor persons with reduced mobility,"proposeshe
possibility of including technology that improves the cards and provide them with greater robustness
to deal with situations of fraud or misuse of the same is proposed.

In Madrid he cardsvalid for parking in the places specifically marked for this purgoeserved places
for PRM) free of charge and without limitation ¢ime in the areas reserved for loading and unloading
and in the parking areas of the Regulated Parking Service (SER)|, @sinplaces where it is prohib-
ited parking by signs, in thiastcase adhering to the indications of the Mobilkidfficersand Municipal
Police.

2.2.3.2Portugal

In Portugal, the Parking Card for People with Disabilities can only be attributed to thoseeunotor
impaired person, validated by a medical multipurpose disability certificate. The law describes that the
disability can be permanent related with the arms or legs and must be less than 60% disability. Multiple
disabilities or a profound disabijitwith a degree of less than 90% disability are also considered.

Under the Portuguese National Legislation, this Parking Card for People with Disabilities is issued with-
out considering either who drives or who owns the vehicle, and it may be requireiddtyled person,
in order to make it possible for them to be transported in another person's car.

The entity in charge of issuing and managing this Parking Card for People with Disabilities is the IMT
(Institute for Mobility and Transpoyt Portugal has adopted the European Model Parking Card pro-
posed in the EU Recommendations of June 1998.

D8.3 Specifications for an IT EU parking card for disabled people 9
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This card allows parking on public roads in
areas assigned, i.e. marked with an Auth 5
ized Parlng signal. The card must be visi XIYyR AYy [Aaodc2y

and placed on the front windscreen of thl  The Lisbon Municipality (CML) authorizes and sigr
vehicle in which the disabled personistrary  the use of reserved ostreet parking places for mo-
ported. The card allows to park elsewhel tor impaired, identified with vehicle registra
and for short periods of time, in case of aj tion/plate next to the respective residence and/c
solute necessity and if do not conflict with|  work place, and if the conditions required by app
normal and free movement of pedestrian cable law are fulfilled. In accordance with the Muni

and vehicles (Article 10 of Decreaw No. ipal Lisbon Parking Regulation, therking Card for
307/2003) People with Disabilities allows free parking on ti

’ 53.000 onstreet parking spaces under the manag
Parking Card holder visiting Portugal shoy  ment of EMEL.
first check that his/her Parking Card will & /

accepted before taking advantage of parking
concessions.

2.2.3.3ltaly

In ltaly, the new parking badge for disabled people was introduced by the Presidential Decree nr. 151
of 30th July 20126) and complies with the European Recommendations of June 1998. With this new
permit, Italian citizens with dabilities are allowed to make use of the facilities related to circulation
and parking in other EU countries, avoiding the risk of fines. The Decree also foresees the possibility
for Italian municipalities to provide, in paid parking lots, a higher nurobegserved parking places to
disabled persons for free. /

According with the EU recommendations, parki
places reserved to parking card holders are mark
with the wheelchair symbol. Car holders are not . :

| d K if th . ked with always displayed on the vehicle. Upon a
owed to pqr It the space Is marked with someang creditation, the holders oftte permit who
name or a licence plate number. A badge holder nf e residing in Parma, may access to the 2
park without time limit on roads where parking |  without further notice to the office respon-

XFYyR AY t I NY

In Parma the Disabled Blue badge must

free. sible for the electronic gates. The holdel
Parking Card holder visiting Italy should first che vn\:hot a:\?v notnre;;;dlﬂg tlrn nP;rma, nstea
that his/her Parking Card will be accepted before t4 St el /

ing advantage of parking concessions.
2.2.3.4United Kindom

In England, the Blue Badge scheme was originally introduced in 1971 providing a national arrangement
of parking concessions for disabled and blind people and was designed to give them the ability to park
close to the facilities and servicessthneed. The scheme is an-simeet parking concession and does

not apply to offstreet car parks, although private landowners often provide concessions to Badge
holders. There are similar schemes in place in Wales, Scotland, Northern Ireland and aesebenaie

is run in London.

Whilst the Department for Transport (DfT) is responsible for the legislation that sets out the framework
for the scheme. The DfT does not have a statutory duty to provide Blue Badge scheme guidance to
local authorities and, infe with the Government's commitment to localism, there are no plans to
introduce statutory guidance. However, the DfT continue to issuegtatutory guidance in order to

share good practice.

A person is automatically eligible for a badge if they are tweryears old and meet at least one of
the following criteria:a receives the Higher Rate of the Mobility Component of the Disability Living

D8.3 Specifications for an IT EU parking card for disabled people 10
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Allowance) receives a Personal Independence Payment for being unable to walk further than 50 me-

tres (ascoreof 832 Ay da 2NJ Y2NB dzy RSNJ 6 KS WY2@Ay 3 cisNRdzy RQ
registered blind (severely sight impairedNBE OSA @Sa | 21 NIt Syaizy¥hasna az2o
received a lump sum benefit within tariff levels8lof the Armed Fares and Reserve Forces (Compen-

sation) Scheme and has been certified as having a permanent and substantial disability which causes
inability to walk or very considerable difficulty in walking.

Some people may also be eligible for a badge if they
more than two years old and have a permanent and s XFYyR AY wSHR
stantial disability which causes inability to walk or ve
considerable difficulty in walking. Other people who m
also be eligible for a badge are those who drive a ma

RBC issues Blue Badgto people, not
vehicles, so badge holders can use the
in any vehicle in which they are trave

and are unable to operate, or have considerable dij payable upon receipt of a successful a
culty operating, all or some types of parking meter. plication. /

A parent of a child who is less than three years old nery

apply for a badge for their child if the child has a specific medicaliton which means that they: a
must always be accompanied by bulky medical equipment which cannot be carried around without
great difficulty; and/or b need to be kept near a vehicle at all times, so that they can, if necessary, be
treated in the vehicleor quickly driven to a place where they can be treated, such as a hospital.

Some organisations may be eligible for a Blue Badge if they both care for and transport disabled people
who themselves meet the eligibility criteria for a badge.

English local ahborities are responsible for the dag-day administration and enforcement of the Blue
Badge scheme. They are responsible for determining and implementing administrative, assessment
and enforcement procedures which they believe are in accordance withawerging legislation.

The United Kingdom recognizes disabled parking badges that are issued by countries that are part of
the European Conference of Ministers of Transport (ECMT) and all ECMT associated countries. (This
includes all European Union membéates3)

The UK Parking Card is used in conjunction with a parking disc, but a visitor from another country who
display their Parking Card without a parking disc will be given the same concessions.

3 For the list of the associated countries go to: http://www.bluebadgelondon.org.uk/fag.htm#12

D8.3 Specifications for an IT EU parking card for disabled people 11
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3 THE SIMON ICT PARKING BADGE
Two main problems have arisafter the implementation of the EU parking card for the disabled:

1 Misuse and fraud of the badge by nanthorized holders or under conditions that are not
those specifically defined in the Blue Badge schema.

1 Almost all the EU countries have its own natibsegheme or regulations, and implementation
is handled at local level. Mutual recognition of the parking card is part of the recommendation
but real implementation is not always successful.

Aiming at solving the problem of misuse and fraud of the badgedoy-authorised holders, SIMON
project proposes the ICT implementation of the badge in order to ensure different mechanisms of user
validation and authentication.

In this regard, the SIMON Consortium has agreed that the parking badge for mobility inpeid
must includea set ofsecurity tokens to be used in the authentication of us&BVON information
model(9) must allow interoperability of the proposed solution in order that a same model of the park-
ing card can be usedd security tokens are recognized as a+&wlated solution.

In the followingsections some specific guidelines on the procedure for preparation and deployment
of the SIMON ICT badges are provided. The contents are based on the experience of the SIMON Co
sortium when preparing the badges to be deployedach of the pilot sites, which presented different
casuistry due to internal procedures of the Public Authorities involved.

3.1USER IDENTITY ANIZBRITY TOKENS

The SIMON parking card has been proposed amdification of the original paper card already in

use that must incorporate some elements for the authentication of users. As a basic approach, the
existing cards can be modified according to that, regardless that the public authority decides to change
the model and starts issuing a new one which also includes the SIMON elements in a different manner.

These elements that make the paper card become a smart parking card are the following:
1. Auser identity (USER ID) associatideach user, to be printed ithe card.

2. QR code image€R Code) to be glued or printed in the card. It is recommended to have one
in the front and a copy of it in the back.

3. NFC tagdo be incorporated in a sticker or by any other mechanism (one per badge). The NFC
Code, which is provetl by the manufacturer of the NFC tag, shall bemodifiable.

For the card design, it was decided that the USER ID would be printed under the QR code, in order to
make it easy to identify andsuallyrelate both codesvith SIMON According to these theeelements,

the proposed badge could look like the ondrigure2 ,but different variations are allowed as long as

they fulfil the previously stated requirements.
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Figure2 - ICT enhanced Blue Baglg
Thus, in the SIMON system, a user is identified by the following codes and security tokens:
1 UserID
1 NFC code
T OR Code

3.1.1 User ID
TheSIMON User IDs a text string.

¢CKS F2NXYIFG dz&ASR Ay
0KS F2dzNJ LIAE 203 OA
a sequential number.

KS {Lahb LAt2{
avy

Gaé F2N al RNARZ af ¢

A city wanting to deploy SIMON system can choose its own format for the User ID.

3.1.2 NFC tag

A& odacHOEEE ¢

T2NJ

Near Field Communication (NF@€chnology lets smartphones and other enabled devices communi-
cate with other devices containing a NFC tag. In general, it is a set of communication protocols that
enable two electronic devices to establish communication by bringing them within 4 crolobézer.

NFC devices are used in contactless paym
systems, similar to those used in credit car
and electronic ticket smartcards and allo
mobile payment to replace/supplement thes
systems. NFC is used for social networking,
sharing contacts, ptos, videos or filedNFC

enabled devices can act as electronic identi

-

Whether swiping your smartphone at the chec
out lane in the grocery ste, waving it over a
display at a local museum, or bumping phon
with a friend to share the latest games, ne
field technology lets you pay, play, and lea

easily. j

documents and keycards.

In SIMON system, each parking card has a NFC tag and the NFC code is the unique ID associated to it.

This code can be read by any NFC reader device, ithea8IMON Mobile app has been developed to

allow this functionality for validation purposes.
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3.1.3 QR Code
Another form of contactess communication comes in the form@R codes

QR codes are like barcodes. The user scans the QR code, the smartphonetstbgbarcode, and

a related website or application opens. It is similar to NFC technology in that both are fast and require
no actual contact between the smartphone and the item containing the QR code or NFC chip. Yet NFC
is more versatile while QR codesmain the same once generated.

In SIMON, theQR Codds an image which is associated to an alphanumeric string of maximum 64
characters (recommended 25). This code is univocally associated to the USER ID but it cannot be the
SIMON User ID directly, inder to provide some security mechanisms, and it must be unique for each
user in the system.

Advantages and Disadvantages of NFC and QR codes

NFC offers faster, easier, more sectrensactions and options, y&R codesurrently reach a wider
market since more phones can read them than those that can read NFC tags. As NFC becom
popular, however, it narrows the gap between itself and QR codes.

To use a QR code, adiness deitles what they want the code to link to and uses a computer progra
to generate the imagePrinting the imageonto advertisements or displays makes it available to t
Lldzo t A0 ¢KIF GQ&a | ff (KSNS charge thelinkhéydnist générateé ahd
reprint a new QR code

The major advantage ™NFQs itsflexibility. Storing different types of information archangingit on
a whim is possiblevithout every creating a new NFC tagheowner can simply overwrite the infor-
mation currently on the tag and create new info

The second major advantage of NFC igdise of useWith a QR code, the user must open a scani
app on their smartphone, hover over the QR code, and wait for the phone to analyse it and re
the code.

With NFC techology, theuser waves the phone near the NFC tag area and the information is tra
ferred instantly. No need to open an app or wait for analysis. The tag and reader communicate
each other to complete complex transactions quickly and securely.

3.1.4 User identity in the SIMON system

In the SIMON system, a user is univocally defined by a combination of those codes and tokens, thus,
there must be an associah betweenSIMON User IDOR codeandNFEC Codeo register the user in
the SIMON database.

This can be done through the Authority Operator Tool, which is the tool developed by ETRA to allow
the Public Authority to manage the users in the systé@ims iaweb application online for the user in

g KAOK a&{ Lahb hdzpaeNBpaysaistabildr ®iyn, thie list of SIMON users currently de-
fined for the city.This functionality also allowsdding a new useEditing an existing usandDeleting

an exsting user Security tokens and SIMON codes can be created and modified by using these options.

More information about the Authority Operator Tool can be found in 0#8)and D8.22).
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Parma Citizen
m 2 Security tokens
P1038
PK Type Token
54 NFC RFID E001501501B6B0150
55 QR code 142COE4COE6DACOE

Figure3 - Example of User codes and tokens

InjError! No se encuentra el origen de lareferengia. dt mnoy ¢ O2NNBalLRyRa G2 O°f
printed in the parking card. There are also two security token associated to that User ID: an NFC code
(E00191501B6B150) and a QR Code (142C056COE6D4COE).

321 h2 ¢hX

In the following paragraphs, details and guidelines will be provided on how to choose the NFC tags,
ISYySNI 4GS GKS vw O2RSa FyR AYIF3ISa FYyR K2g (G2 LINRY

3.2.1 ...Chome the NFC Tags

There are not any special specifications for the SIMO

NFC tag. At least it has to fulfil the standard ISO 1444?},

good approach is published by the NFC fordrh) and Standard 1SO 14443
the NFC Code has to be accessible andak by any ISO 14443 is an international standa

NFC smartphone/reader. which describes how contactless carc

. . and terminals should work to ensurt
The NFC Code (associated to the User ID) is the only| i qysirywide compatibility. For exam-

B2 GKFd GKS afbtARFGAZY ple, it plays a key role inéntity, secu- {Lahb
app will need to read from the tag. No other fields ned  rity, payment, massransit and access

to be read, nothing has to be written (no NDEBed), control applications.

and usually all devices supporting NFC are able to 1| 11c |sO 14443 includes several se|

this public information. rate sections that consist of physic:

NTAG203and Mifaré Ultralight chips have been testeq ~ characteristics, radio frequency, sign.
successfully. interface, initialization, antcollision

and transmission protocol

To be completely sure that the NFC chip will satisfy
MON requirements, it is recommendable to deetfol-
lowing:

4 The NFC Data Exchange Format (NDEF) is a standardised data format that can be used to exchange
information between any compatible NFC device and another NFC device or tag. The data format
consists of NDEF Messages and NDEF Records.

5 NTAG® is a family of near-field communication wireless tag integrated circuit products produced by
NXP Semiconductors adhering to standards published by the NEC Forum.

6 https://www.mifare.net/en/

D8.3 Specifications for an IT EU parking card for disabled people 15


https://en.wikipedia.org/wiki/Near-field_communication
https://en.wikipedia.org/wiki/Wireless_communications
https://en.wikipedia.org/wiki/Integrated_circuit
https://en.wikipedia.org/wiki/NXP_Semiconductors
https://en.wikipedia.org/wiki/NFC_Forum
https://www.mifare.net/en/

SIMON.ASSISTED MOBILITY FOR OLDER AND IMPAIRED USE {i’.\

4

1. If you havealready acquired NFC smartphones/readers for the controlletisen ask your
manufacturer (who provides the NFC chip for the new EU blue badge) $orghe samplen
order to check physically if the device is able to read the NB@que ID In this case, ETRA
will provide you a guide how to read this field (requires simple Android application down-
loaded from the Google Play Store).

2. LT @e2dz R2y Qi KI @S I ye& ,tReé @irplysotifyFyduNinamnastured 2 v i NP f
that the Unique ID of the chosen NFC tag has to be readable by a NFC smartphone

3.2.2 ...Generate the QR Codes

In the SIMON system there must be a QR Code which is univocally associated to each User ID. It is
necessary to generate it in order to further print the QR €mdage to be included in the parking card.

Each city can choose its own code generation algorithm. There are many tools that allow this code
generation from the SIMON user ID, the requirements that must be fulfilled are:

1 The QR code should represent apla&numeric text of maximum 64 characters (recom-
mended 25).

This QR Codghall not bethe User ID directly

It must be unique for each user in the system.

3.2.3 ...Generate the QR Codes images
To generate the QR codes images, the following requirements mustrisédered:

1 The QR code size should be as big as the badges can allow. It must be remembered that it has
to be read through the car windscreen and it will not be placed in the optimal angle of vision.
So, it would be convenient that they are as big as fdasiAs an exampl€Rcode images
generated for Lisbon had a size 30 X 35 mm, to fit with the NFC tag 25 mm diameter in their
complementary card; in case of Madrid, images were a bit smaller (25 X 25 mm) and in Parma
they used the minimum readable imadess than 20 x 20 mm.

i Itis preferable to print the QR code in the front and back side of the badge, but at least in the
front side.

As an example, some test printed tags have been built following the specifications of version 1 and ECC
level L to get thesimplest QR code with 25 alphanumeric characters (see details in
http://www.grcode.com/en/about/version.html).

3.2.4 ...Print the SIMON Codes in a badge
The parking badge must contain the QR CodethadUser ID in this way:

OFA0

Figure4 - Codes to be printed in the SIMON badge

The SIMON User ID must be printed for the case that a controller cannot read the NFC tag or the QR
code through the windscreen of the car becauséhef position of the badge, and he/she has to enter
the ID manually.

There are some different ways to add this information to the parking badge:
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a. QR CodandUser IDare printedon a stickerthat will be later on added to the paper parking
badge. In this ca&s and to complete the SIMON ICT badge,Niw tagnust be incorporated
additionallyqusually by means afnother sticker.
b. QR CodandUser IDcan beprinted directly on a NFC tag stickdn this way, only one sticker
will be glued to the paper badge.
c. QR CodandUser IDwill beprinted directly in the badgeaccording to the operator templates.
¢KS bC/ GF3 Ydzald 06S AYyO2NIRNIGSR F2ff2Ay3 (F
d. NFC tag and QRCodeein an additional cardhat must be placed in the car always witte
original and valid paper badge.

3.3REGISTRATION PROCESS

SIMON ICT badges need to be registered in the system to allow the-gigtessnanagement. During

the SIMON pilot phase, several procedures were tested depending on the preferences of the gity. The

are described in the following subsections for the sake of offering the reader the option of customizing

0KS LINRPOS&dazr ySOSNIKStfSaa GKS NBIAAGNI GA2Y LINR O
of a possible deployment of the SIMON systera irew city and would be carried out by the platform

provider (ETRA in this case, according to the exploitation strategy proposed i(iPP.8

3.3.1 Badges registration one by one

In order to register the new ICT badges in the SIMGiésy, the following procedure can be followed
as long as the&olume of badgego be registereds small For this, a simple application called SIMON
REGISTERS has been developed by ETRA, based on the following premises:

1) QR Codes have also been generateBBRA with an internal tool following a certain structure.

2) The mobile phone number of the user must be entered, to be initially used as password in the
system. In case the phone number is not provided, the app will accept any number with the
format NNN NNINNN as long as it is not duplicated in the system.

2 KSYy dzaAy3 GKS Y20AfS LI AOFGA2Y da{Lahb w9DL{ ¢¢
is the procedure:

1. The operator will get one SIMON ICT badge. It must already contain the NFC tag aml the Q
Code + User ID code.

2. The application displays the new User ID. The operator can type the User ID which corresponds
to the badge he/she is going to register.

The operator uses the phone to scan the NFC tag and to read the NFC Code.

The operator enters thenobile phone number of the user in the application. This is optional,
but a number with a mobile phone number format will be required since this will be used as
password in the SIMON Mobile app.

Optionally, the operator can enter the personal record IEhefuser (assigned by the authority)
¢KS 2LISNI (2N OKSO1a GKS RFGF FyYyR O2yFANNA& GKS

»
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@ ® ¥ " B1436 = a % * o @1437
% SIMON % SIMON
Enter User ID Enter User ID
& 1000 & 1000
Scan NFC Scanned NFC
04F7785A373080
> SAVE NEW USER Enter phone number
& 12345678
[ Enter num exped 1
o NH1234

» SAVE NEW USER

< o O

Figure5 - Registration of users in the system

3.3.2 Badges registration using a web service

For doing theregistration at a large scale with a large number of badg#ss can be done using a
web service that has been prepared at this end, namely: SIMON Backoffice Authority Operator Service.
Some information about this web service is providethe ANNEXI.

SIMON Backoffice Authority Operator Service

It is a service offered by the SIMON Backoffice that allows the integration of its functionality v
the systems of the local authorities of the pilots.

The SIMON Backoffice is the core application suppgithe SIMON services for validation of parki
at reserved spots (SIMON SAYS), of access to restricted areas (SIMON OPENS), providing
parking spaces information (SIMON BOOKS), supporting the operation of parking controllers (.
CONTROLYS) atit identification of users within the citizen application (SIMON LEADS).

The database of SIMON Backoffice has an essential role in the control of what users have ri
work with SIMON services and application and what privileges they get granted.

Populating this database with the correct set of authorised users and keeping that informatim: u
date is an essential task for the operators of the local authorities of the SIMON pilot sites. In or
facilitate this work and to allow doing it in antégrated way with their usual operation in the loc:
organisations, SIMON Backoffice offers a Web service that provides access to the SIMON users

and allows authority operators creating, modifying, listing and removing users remotelyfry

own tool.

3.3.3 Badges registration by uploading a csv file

There is an additional option forlarge volume of badges$o be included in the SIMON database,
which consists of théirect upload of a file containing the codes and security tolsthat are associ-
ated to each of the parking badges.

The files must have the following structure (*.csv):
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User QR code NFC UID

M1000 | 272C2D0C0OCO0C04 | 035E385ADB3F1(
M1001 | 272C2D0C2C4C04 | 035E4D9ADB5F1
M1002 | 272C2D0C4C0D04 | 035E479ADB3F1(
M1003 | X X

Tabk 3 - Example of the file to be uploaded
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